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DATA GUARDIAN BACKUP

PREMIER EDITION

Security Confidence’s Data Guardian Backup enables your business to enjoy the peace of mind
that results from knowing that your critical data is safe and available whenever it is needed.

Security Confidence offers backup solutions for organizations with as little as a few megabytes
of data to as much as terabytes, all monitored and managed by the Security Confidence
Network Operations Center. Reports, alerts, and secured web based restoration of your data
are accessible through the Guardian Security Portal.

Security Confidence’s Data Guardian Backup Premier Edition stores your organization’s
backups on a secure storage farm located in Cincinnati, Ohio. The storage farm consists of
load-balanced servers, high speed SANs, with full replication to secondary redundant systems,
and storage arrays configured with RAID 5/1 redundancy and parity.

DATA GUARDIAN BACKUP PREMIER EDITION KEY BENEFITS:

¢ Instant Availability of Service - ASP hosted program
¢ 128 bit encryption of all data before it leaves your network
¢ Email notification of missed or failed backups

* Automatically sends a copy of your data to a high-tech data center every night or multiple times
daily

* Open file backup - allowing for active database files or files in use to be backed up
¢ Centralized reporting, monitoring, and alerts of backup and restoration status

¢ All maintenance, upgrades, and support included

¢ Provides HIPAA, GLBA, and other regulatory compliance

¢ Provides peace of mind and data security in event of disaster

¢ Advanced RESTORE/SEED allows Security Confidence to transport encrypted data via
removable disk for on site backups or restores

¢ Direct support of: Microsoft Exchange Server, Microsoft Exchange Mailboxes/Mail, Microsoft
SQL Server, MySQL Database Server, Lotus Domino, Oracle Database Server, Microsoft
Volume Shadow Copy, and In-File Delta
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FEATURES:

Affordable and reliable
Online Data Backup solution

Fully managed and
monitored by the Security
Confidence NOC - Network
Operations Center

Data stored in a compressed
and encrypted state within a
secure storage facility

Data fully replicated to
secondary systems and data
center

Protects against accidental
data deletion, hard drive
crashes, theft, fire, and/or
tape backup failures

Open-file backup capabilities
to backup applications
operating at time of backup

Flexible scheduling options

Automatic application and
service upgrades

All support services included

Customized features and
data retention schedules

Daily email reports provide
detailed backup summary

Customized alerts provide
notification of backup failure
or file deletion

In compliance with HIPAA,
GLBA, and Sarbanes Oxley
standards

Incremental, compressed,
and In-File Delta backups
that greatly reduce network
bandwidth by transferring
only portions of file that have
been modified/changed
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WHY USE DATA
GUARDIAN ONLINE
DATA BACKUP?

BECAUSE WE PROVIDE
THE MOST SECURE,
RELIABLE AND
COST-EFFECTIVE MEANS
OF PROTECTING YOUR
MOST IMPORTANT,
NON-REPLACEABLE

SAVE MONEY

* No More Labor - Data Guardian is a completely automated off site backup system. Once
you select your data and program the scheduler, backups occur automatically.

* No More Hardware - Data Guardian does not require you to purchase any more hardware
now or in the future. As your business grows, you can add as much storage as you will
ever need.

* No More Tapes or Disks - Say goodbye to sensitive backup tapes and disks. Data
Guardian stores your data on redundant servers for easy and secure backup and recovery.

* No More Lost Productivity - Don’'t waste another minute performing backups. Data
Guardian allows you to set your backup schedule and concentrate on your business,
freeing up valuable time for you and your employees.

IMPROVE SECURITY

¢ Real Off Site Data Storage - Data Guardian is the only way to get copies of your data
away from your office, or home, and into a facility designed for the secure storage
of business data. By making this process automatic you ensure that backups occur
everyday.

e Multiple Levels of Encryption - Data Guardian uses 128 BIT encryption to protect your
data before it leaves your computer or network. While in storage, your data is always left
in encrypted format.

* World Class Data Centers - Your data is stored in secured data centers that include
features like biometric security, armed guards, redundant power supplies, and climate
control.

INCREASE FLEXIBILITY

* Fast Data Restoration - Need the right file, right now? Data Guardian allows you to
select any specific file or folder and restore it instantly over the Internet. Nor more hunting
through tapes or disks. No more looking for that one file on a massive tape. Just select
your file and restore it!

* Easy Disaster Recovery - If you ever need a full backup delivered to you in the event of a
disaster, we will Fed Ex your data to you on encrypted media.

e Multiple Users and/or Locations - Data Guardian can allow you to implement a
standard solution that will protect all of your business data no matter where your offices or
employees are.

¢ Advanced Data Retention - Data Guardian allows you to keep current daily, monthly,
quarterly, and yearly backups of your important data.

MULTI PLATFORM & APPLICATION SUPPORT

e Supports all common operating systems including: Windows, Linux, Mac OS, and Solaris.

* Advanced active application support including hot backup of: Microsoft Exchange Server,
Microsoft Exchange Individual Mail (Mail Level Backup), Microsoft SQL Server, MySQL
Database Server, Lotus Domino, & Oracle Database Server.

* Advanced open file support utilizing Microsoft Volume Shadow Copy.

* Advanced In-File Delta allowing only changed parts of files to be backed up.
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