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E D N FI D E N B E 99.7% spam catch rate

GUARDIAN MX Triple virus scanning

®
PoOweErReED BY MX LOGIC Affordable service packages

Phishing protection

Your business needs effective, reliable protection from spam, viruses and other email threats. It Powerful perimeter-based
doesn’'t need more administrative headaches! That's why thousands of small and medium-sized LG
businesses (SMBs) choose the award-winning Guardian MX Email Defense Service powered
by MX Logic®, which offers enterprise-grade service and performance, without enterprise-level

complexity and cost. Scalable and robust
architecture

In-line message filtering

The Guardian Defense Service works at the network perimeter to identify, quarantine, block,
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and strip suspect email messages before they can enter the messaging infrastructure, based ESIEEKEE CIaSSIieaton

Framework® spam detection
on customer preferences established in the intuitive, easy-to-use control panel. engine

Guardian MX managed security services are fortified using a multi-layered strategy to Virus and worm engines
successfully block threats allowing your business to benefit from greater overall protection and

a reduction in costs. Sophisticated spam engine
Around-the-clock threat
management

SERVICE KEY BENEFITS:

L .. . Continuously updated
» Easy activation, administration and use

¢ Affordable service package designed to meet SMB protection and budget requirements Numerous industry awards

e Comprehensive, effective defense against a wide range of email threats

. . . Instant activation of service
¢ Continually updated protection for defense against the latest threats

Managed and monitored for
your business by Security
Confidence Engineers

GUARDIAN MX FEATURES:

* Advanced Spam Blocking

¢ Virus and Worm Scanning
¢ Content and Attachment Filtering

¢ Fraud Protection

* Email Attack Protection
* Outbound Message Filtering
» Sophisticated Quarantine Management

¢ Around-the-Clock Monitoring and Protection

 Fail Safe Disaster Recovery Service
e SMTP over TLS
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ADVANCED SPAM BLOCKING

Eliminates 90% of spam costs by blocking 99% of spam using patent-pending Stacked Classification
Framework® spam detection system that combines the most effective spam-fighting filters and
techniques in the industry, including award-winning Symantec Brightmail AntiSpam™ technology.
This multi layered framework separately assesses and “votes” on the probability that an email is
spam. Because each filtering method has unique strengths designed to identify specific threats, the
combination creates one of the most accurate and comprehensive filtering processes in the industry.

VIRUS AND WORM SCANNING

Guardian MX detects, blocks and strips viruses and worms at the network perimeter before they can
enter and damage your messaging infrastructure. The service offers comprehensive, 24 x 7 protection
against email-borne viruses and worms, with triple protection that includes our proprietary worm
detection technology and two of our three signature based anti-virus engines - Authentium®, McAfee®
and Sophos®.

CONTENT AND ATTACHMENT FILTERING

Reduces corporate liability and risk through intelligent message processing that identifies, quarantines
and blocks unwanted, malicious and sensitive content and attachments.

FRAUD PROTECTION

Keeps your employees safe from the risks of fraud and phishing scams.

EMAIL ATTACK PROTECTION

Conceals your network and critical messaging gateways from attack. Instantly blocks denial of service
and other SMTP-based attacks, including dictionary harvest attacks, email bombs and channel
flooding.

OUTBOUND MESSAGE FILTERING

Proactively protects your clients from harmful viruses and worms, and enforces your corporate email
policy by filtering out specific content and attachments in messages leaving your corporate network.

SOPHISTICATED QUARANTINE MANAGEMENT

Guardian MX’s safe, external quarantine and email-based quarantine reporting process significantly
reduces email administration and false positives (legitimate email misidentified as spam).

AROUND-THE-CLOCK MONITORING AND PROTECTION

The Threat Center is a sophisticated streaming data environment where the global state of email
communication is monitored, 24 hours a day, seven days a week, and provides its customers with real-
time updates and protection.

FAIL SAFE DISASTER RECOVERY SERVICE

Incorporates complete back-up protection for your email server in case of an unforeseeable outage or
malfunction, or during planned maintenance.

SMTP OVERTLS

Guardian MX accepts and filters encrypted inbound and outbound messages and delivers them across
a secure tunnel when recipients are TLS enabled. If a recipient is unable to receive a TLS encrypted
tunnel, the service will deliver the message via standard SMTP.
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